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HHR-4000 Wireless Protocol / Security TS 210915

HHR-4000 Secure Channel 
Wireless Protocol /Security  


Technical Supplement

This supplement provides information about the HHR-4000 Wireless Handheld Reader system’s wireless 
physical layer and application layer security features, which incorporates OSDP Secure Channel with 
AES-128 encryption.


HHR-4000 Secure Channel Wireless Physical Layer 

• Frequency: ISM 2.4 GHz 

• Physical Layer Protocol: IEEE 802.15.4

• Spreading Method: Direct Sequence Spread Spectrum (DSSS)

• Transmit Power: 15 dBm

• Receiver Sensitivity: -103 dBm (1% PER, 250Kbps)

• Modulation: O-QPSK



HHR-4000 Secure Channel Application Layer Security Features 
The points below explain how the HHR-4000 system uses the OSDP Secure Channel protocol and other security features in the 
application layer to secure the wireless connection between the HHR readers and the HHR base. 


1. Application Protocol Ensures Data Integrity and Data Confidentiality. 


The wireless network is considered hostile. Therefore, all messages transmitted across the network are protected by integrity, 
confidentiality, and authenticity controls in the application protocol that are not reliant upon the presence of such protections in 
the lower network layers.


Data integrity, confidentiality, and authenticity is achieved in the application protocol and application firmware. The HHR readers 
and HHR base units are OSDP compliant Peripheral Devices (PD) and Access Control Units (ACU), respectively. The OSDP 
Secure Channel protocol provides message integrity with CRC16-CCITT, data confidentiality with AES-128-CBC encryption, 
and authenticity with an AES-128-CMAC algorithm over the entire packet in an encrypt-then-mac strategy. Each HHR reader in 
the kit has an independent OSDP Secure Channel session with the HHR base unit, each with a unique encryption key. 


2. Application Protocol Provides Protection Against Replay Attacks


The protocol protection measures are resilient against replay attacks, using a rolling Message Authentication Code to ensure 
that no two messages appear the same as transmitted over the network, and that no two identically received messages will be 
accepted. 


The OSDP Secure Channel protocol provides message authentication with a Message Authentication Code based on session 
keys agreed upon between devices at the beginning of the session, and computed over the entire message (including the 
message header). This Message Authentication Code is appended to every message in a Secure Channel Session. 


3. HHR-4000 Reader Access Granted / Access Denied Responses Linked to Authentication Attempt 


The application firmware enforces event sequence rules to link the Access Granted / Access Denied Responses with credential 
read event on the HHR reader. The Access Granted / Access Denied Responses will not be displayed unless a credential has 
been presented and read by the HHR reader in the last 5 seconds. 


This measure is implemented in the HHR reader application firmware as the state machine, advanced by the reception of the 
credential data and by messages from the HHR base unit. The state machine is designed such that no message from the HHR 
base unit (or from an attacker) can cause the HHR reader to display the Access Granted / Access Denied Responses without 
first having transmitted credential data to the HHR base unit. 


4. Encrypted Protocol Does Not Leak Sensitive Data


The protocol does not leak sensitive data, using AES-128-CBC encryption with a rolling initialization vector to facilitate data 
confidentiality. Encryption keys are generated by Cypress, however, Cypress keeps no records, paper or electronic, which could 
identify the encryption key used in a device or system. The encryption keys are loaded into the HHR readers and HHR base 
units using an out-of-band delivery method. 


The OSDP Secure Channel protocol implemented in both the HHR reader and HHR base provides AES-128-CBC data 
encryption and confidentiality, the init vector for which is based on the Message Authentication Code.


5. Authentication Method Reduces Efficacy of Brute-Force-Attack


The application protocol imposes sensible authentication rate limit of one attempt per two seconds, diminishing the efficacy of 
a brute-force attack while still maintaining the responsiveness of the system during normal use. 


This measure is implemented primarily in the HHR base firmware, which does not react to repetitive authentication requests. 
This prevents rouge hardware from searching the credential space for authorized IDs.


Additionally the HHR reader firmware will not accept repetitive badge presentations. The state machine requires a response 
from the HHR base and a five second refractory period before accepting more credential data from the reader module.


6. Communication Security Does Not Rely on Protocol Secrecy 

The communication protocol is an implementation of the Security Industry Association’s Open Supervised Device Protocol 
(OSDP), eliminating the system’s reliance on protocol secrecy. OSDP is well know and widely accepted in the access control 
industry as the solution to data security in physical access control. 


